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ABSTRACT 
This paper describes ongoing research and development of an efficient optimiza-
tion/search–based modeling and simulation framework for rapidly identifying low-
performance scenarios in advanced autonomous systems. Ensuring predictable, 
safe behavior across complex, integrated systems remains a core operational test-
and-evaluation challenge. Our goal is to balance rigorous validation with timely 
deployment. We are developing TEAAS (Test & Evaluation of Advanced Autono-
mous Systems), a scalable, faster-than-real-time framework designed to uncover 
critical failure scenarios efficiently. Key features include GPU-accelerated paral-
lel simulation and learning, computational intelligence–based search of optimal 
parameters, uncertainty quantification for reproducibility, and real-time physics-
accurate sensor models. We conducted simulation experiments to evaluate and 
demonstrate the framework performance for two black-box ground-vehicle auton-
omous systems. Key results were that adequate uncertainty quantification can be 
achieved with as few as 10 repeated runs per simulation scenario, sensor realism 
has a significant effect on failure rate, distinct differences between the two auton-
omies failure modes were identified, and our efficient optimization/search methods 
identify critical performance regions in a small fraction of the number of simula-
tions required by a naïve Monte Carlo search. 

Citation: S. Snarski, A. Menozzi, B. Persons, D. Lazar, N. Khan, “Intelligent Optimization Simulation Framework 
for Test and Evaluation of Autonomous Systems,” In Proceedings of the Ground Vehicle Systems Engineering and 
Technology Symposium (GVSETS), NDIA, Novi, MI, Aug. 11-13, 2026. 

1. INTRODUCTION
Over the last decade there has been explo-

sive growth in the autonomous systems mar-
ket, driven by the convergence of sensor ad-

vances, compute scalability, artificial intelli-
gence (AI) breakthroughs, economic and po-
litical pressure, and enabling infrastructure 
all maturing at the same time. Autonomous 
systems interact in the physical world, where 
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every action changes future observations and 
states. This creates feedback-driven dynam-
ics where small errors can compound over 
time. These systems must also operate with 
noisy sensors in open, unpredictable environ-
ments, where objects are partially observable, 
filled with many unforeseen edge cases. 
Their algorithms cannot rely on fixed rules 
alone; they must generalize beyond what was 
previously experienced. The combination of 
increasing system, mission, and environmen-
tal complexity can also yield non-determinis-
tic, unpredictable, and emergent behaviors. 
Autonomous systems are also safety critical. 
Because failures can result in physical harm 
or major financial loss, autonomous systems 
face reliability requirements far more de-
manding than those of most AI or software 
applications. 

The challenge within the autonomous sys-
tems community lies in ensuring that the in-
tegrated system behaves predictably and 
safely over time. Exhaustive testing or simu-
lation of all possible scenarios is infeasible, 
making it difficult to identify failure causes, 
which are typically multi-factor and interde-
pendent. Operational test and evaluation 
(OT&E) for autonomous systems is at a 
crossroads due to the scientific rigor required 
for adequate testing. Most of the methods 
commonly used in industry for commercial 
deployments of autonomous systems (e.g., 
self-driving cars, drone delivery) fall short of 
the statistical rigor required. Efforts in aca-
demia typically lack operational realism/rel-
evance needed for OT&E. The OT&E com-
munity widely recognizes the need for new, 
high-fidelity, cost-effective simulation and 
testing approaches that can handle complex 
state spaces and deliver reliable safety and 
performance assessments within operation-
ally relevant timeframes. 

A review of recent literature shows that sce-
nario-based testing methodologies have 
achieved substantial sophistication, simula-

tion infrastructure has advanced signifi-
cantly, and uncertainty quantification is now 
recognized as essential. Specific findings in-
clude: 
• Scenario-based testing has achieved con-

sensus, but disagreement remains about
how scenarios should be generated, se-
lected, and validated. Three competing ap-
proaches exist: (a) data-driven approaches
[1-3] develop scenarios from historical data
and statistics, prioritizing realism, but are
constrained by data availability; (b) search-
based optimization [4-6] systematically ex-
plores scenario space through algorithms,
discovering edge cases but potentially
missing realistic distributions; (c) formal
methods [7-9] provide mathematical rigor
and specification precision but face scala-
bility challenges.

• Though simulation capability has advanced
rapidly, the simulation-to-reality gap is
still an issue [10], with the main problem
areas being (a) dynamics fidelity: system
model complexity significantly affects con-
trol evaluation [11], (b) simulator non-de-
terminism: even deterministic simulators
exhibit variation in test outcomes across
runs [12], raising questions about reproduc-
ibility, (c) sensor simulation fidelity: cam-
era, radar, and LiDAR simulation varies
widely in realism [13].

• Uncertainty quantification (UQ) is criti-
cal but computationally expensive. The
recognition that autonomous systems must
“know what they don’t know” (be aware of
their own uncertainty and consider it appro-
priately when making decisions) has driven
substantial research on uncertainty quanti-
fication [14-16]. Three UQ method families
are now well-characterized: (a) bayesian
methods (e.g., MC-dropout) provide theo-
retical elegance but are computationally ex-
pensive; (b) ensemble methods (e.g., deep
ensembles) demonstrate promising empiri-
cal performance [15], but have historically
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been seen as heuristic, lacking formal theo-
retical guarantees and explainability [17]; 
(c) deterministic methods (e.g., temperature
scaling) sacrifice accuracy for efficiency.
However, significant gaps remain in UQ
methods: real-time deployment constraints,
integration with safety-critical decision-
making systems, and the distinction be-
tween data and model uncertainty in opera-
tional contexts.
Insufficient testing creates unacceptable de-

ployment risks and excessive testing delays 
operational technology deployment indefi-
nitely. Our objective is to achieve an optimal 
balance by rigorously validating autonomous 
systems while enabling their deployment at a 
pace appropriate to stakeholder benefit and 
risk tolerance. To this end, we are researching 
and developing a scalable, faster-than-real-
time, operationally realistic testing frame-
work named TEAAS (T&E of Advanced Au-
tonomous Systems) to efficiently and effec-
tively identify critical failure scenarios in op-
erations involving complex autonomous sys-
tems. Our current research and development 
efforts are focusing on the following areas: 
• Highly parallelized GPU-accelerated simu-

lation and learning: extend NVIDIA Isaac 
Sim/Lab pipeline [18] from system training 
to environment generation/adaption for 
black-box systems. 

• Computational intelligence search-based
optimization (CIO): biologically inspired
optimization algorithms to solve complex
real-world problems in very large state
spaces.

• Uncertainty quantification and reproduci-
bility: ensemble averaging techniques to
manage aleatoric (random) and epistemic
(model) uncertainty and provide consistent
simulation statistics.

• Simulation realism: GPU-accelerated phys-
ics-accurate sensor models.

Initial TEAAS proof of concept and scala-
bility demonstrations are described in Per-
sons [19]. In this paper, we describe efforts to 
extend the framework to explore critical 
complexity issues essential for proper evalu-
ation of autonomous systems, including un-
certainty quantification, simulation realism, 
and efficient search schemes. Section 2 out-
lines the design of the TEAAS framework in-
cluding architecture, components and engi-
neering considerations. Section 3 discusses 
simulation-based experimental design in-
cluding the mission use case, performance 
metrics, and autonomy under test (AUT). 
Section 4 presents the results of simulation 
experiments to examine the effects of proper 
simulation realism when assessing AUT per-
formance and the efficacy of TEAAS frame-
work for efficiently isolating critical scenar-
ios. Finally, Section 5 discusses our ongoing 
work into open research questions and OT&E 
customer challenges. Conclusions are pro-
vided in Section 6. 

2. FRAMEWORK DESIGN

2.1. Overview 
The essential operational concept of 

TEAAS is efficiently exploring and identify-
ing scenarios in which the AUT is prone to 
failure, without knowledge or insight into its 
decision-making process. From the perspec-
tive of TEAAS, what matters is its perfor-
mance relative to the task. The task itself and 
the corresponding performance requirements 
are typically defined by a stakeholder whose 
objective is to verify and validate the AUT. 
Since TEAAS is being developed to assist 
this stakeholder, specifically by identifying 
potential trouble spots and failure modes, the 
framework must include: 
• Requirements. TEAAS must implement

task and performance requirements as de-
fined by the stakeholder. This includes
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specifications of scenarios that are of inter-
est and on how to measure and assess the 
AUT’s performance (Sections 3.1, 3.2). 

• AUT interfaces. TEAAS must have appro-
priate interfaces for AUT hardware config-
uration (e.g., platform, sensors, actuators)
and support Data Distribution Service
(DDS) messaging for black-box autonomy
software (Section 3.3).

• Operation Realism. Simulation fidelity
must be appropriate to ensure that uncer-
tainty, disturbances, and physical interac-
tions influence the system in a realistic way
to expose cascading failures, degraded per-
formance trends, and long-horizon risks
(Section 2.5).

• Efficient T&E. Since the focus of TEAAS
is to discover unknown trouble spots and
failure modes, it must efficiently explore
the possible scenarios, which it achieves
via CIO algorithms (Section 2.3) and by
running GPU-based highly parallel simula-
tions (Section 2.2).

• Complete assessment. Based on the re-
quirements, TEAAS must provide a final
assessment of the AUT that includes the ra-
tionale and methods used, and most im-
portantly, addresses and reports the uncer-
tainty in the process and results (Section
2.4).
The TEAAS simulation architecture is

shown in Figure 1. At its core, TEAAS is 
about efficiently solving a difficult optimiza-
tion/search problem. It is searching for a set 
of simulated test scenarios that leads the AUT 
to fail to complete its assigned task. From an 
optimization perspective, TEAAS finds a set 
𝑆𝑆𝑐𝑐 =  �𝑥𝑥�𝐹𝐹�𝑁𝑁(𝑥𝑥) ≥ 𝑐𝑐�, where 𝑥𝑥 is a scenario 
configuration, 𝐹𝐹�𝑁𝑁(𝑥𝑥) is the measured failure 
rate of the AUT after 𝑁𝑁 simulated trials in 
scenario 𝑥𝑥, and 𝑐𝑐 is a given threshold. In other 
words, it answers questions such as: for 
which scenarios does the AUT have a proba-
bility of failure of at least 𝑐𝑐? Not only does 
TEAAS answer these questions, but it also 

provides a complete set of analysis products, 
including measures of confidence in its an-
swers.  

This is a difficult problem because the 
search space is high-dimensional (𝑥𝑥 has 
many components), and the objective func-
tion to maximize (the measured failure rate 
𝐹𝐹�𝑁𝑁(𝑥𝑥)) may contain multiple maxima, may 
be discontinuous and/or non-differentiable, is 
in fact stochastic, and includes simulation 
modules and black-box functions. The opti-
mization framework that TEAAS uses to 
tackle this problem is described in the rest of 
this section. 

2.2. NVIDIA Isaac Ecosystem 
TEAAS uses the open-source NVIDIA 

Isaac Lab framework [18] as a pipeline to in-
tegrate and run autonomous systems and op-
timization/search components. Built on 
NVIDIA Isaac Sim and powered by Om-
niverse, the pipeline delivers high-fidelity, 
GPU-accelerated physics through the PhysX 
engine, along with sensor-realistic environ-
ments enabled by advanced rendering via ray 
tracing, together forming the Isaac ecosystem 
for autonomous systems experimentation.  

Traditionally, Isaac Lab is used to train 
learning agents in parallel across thousands 
of simulated environments, leveraging GPUs 
to accelerate large-scale learning for tasks 
like navigation, manipulation, and multi-
agent coordination (Figure 2). TEAAS lever-
ages this same infrastructure but reverses the 
conventional paradigm: instead of training an 
autonomous system to handle a fixed envi-
ronment configuration, TEAAS holds the 
AUT constant and systematically manipu-
lates the environment. This environmental 
manipulation involves controlling static and 
dynamic simulation variables (e.g., terrain, 
weather, atmosphere, material properties, and 
threats) that influence system behavior and 
decision processes. (These are the dimen-
sions of 𝑥𝑥 in the TEAAS optimization/search 
problem discussed in Section 2.1). 
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By varying these environmental parame-
ters, TEAAS generates structured test scenar-
ios that explore both individual and com-
bined effects of conditions on AUT perfor-
mance. This enables efficient discovery of 
low-performance and failure cases across a 
vast combinatorial space while maintaining 
traceability to specific environmental factors. 
The result is a scalable, physics-accurate, and 
computationally efficient approach that 
strengthens T&E processes by identifying 
critical edge cases and performance limita-
tions prior to physical testing. 

2.3. Computational Intelligence Opti-
mization (CIO) 

Traditional or model-based optimization 
approaches frequently struggle to offer effi-
cient and effective solutions because real-
world situations are typically complex, non-
linear, high-dimensional, and unpredictable. 
CIO algorithms blend artificial intelligence 
and optimization techniques inspired by bio-
logical and natural processes to efficiently 
explore large solution spaces and locate 
nearly optimum solutions, e.g., Zolghadr-
Asli [20]. Examples include evolutionary al-
gorithms, swarm intelligence, neural net-
works and fuzzy systems. These algorithms 
operate on populations of candidate solutions 
that share information. Population diversity 
drives exploration of the problem space, 
while performance-based selection drives ex-
ploitation of promising areas.  

Regardless of the CIO algorithm chosen, 
the algorithm iteratively refines its search us-
ing feedback from an objective function that 
measures AUT performance. In TEAAS, the 
objective is to maximize the measured failure 
rate 𝐹𝐹�𝑁𝑁(𝑥𝑥). What constitutes an individual 
failure is defined by the failure function, 
which is developed from mission require-
ments and system-environment interactions. 
Its formulation shapes the optimization land-
scape (see Section 2.4 for further discussion). 

Figure 2: Representative NVIDIA Isaac ecosystem 
simulation environment showcasing multiple robotic 
agents navigating complex terrains, illustrating capa-
bility for scalable, high-fidelity autonomous systems 
experimentation and learning. 

Figure 1: TEAAS intelligent optimization simulation framework architecture. 
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In TEAAS, constraints are used to prevent 
infeasible scenarios. Event-driven, asynchro-
nous population updates remove synchroni-
zation bottlenecks, improving scalability and 
runtime. The system also supports distributed 
deployment and is dockerized to facilitate 
scalable, portable, and consistent execution 
across multiple nodes. Combined with GPU-
accelerated simulation, physics models, and 
learning tools, TEAAS is being developed to 
efficiently explore vast combinatorial test-
scenario spaces.  

Since no single algorithm is best for all 
problems, TEAAS is being developed to sup-
port multiple optimization algorithms and use 
their complimentary capabilities. We are cur-
rently evaluating self-adaptive differential 
evolution (jDE) and particle-swarm optimi-
zation (PSO) algorithms, which demonstrate 
different computational and performance ad-
vantages. For instance, jDE is highly effec-
tive at finding single-failure regions (uni-
modal). PSO, on the other hand, can find 
multiple failure regions (multimodal) but is 
less efficient. 

2.4. Uncertainty Quantification 
Random variables are part of any real-life 

T&E experiment, thus it is only after repeated 
trials that a reliable picture of results can be 
assembled. This is also the case in the 
TEAAS framework. Even though TEAAS is 
in full control of the simulated environment 
and can replicate the same scenario as needed 
(down to generating the same random num-
bers), it has no control over the AUT and no 
insight into its decision-making. Since the 
AUT’s decision-making process could very 
well include some random components, pre-
senting it with the exact same scenario (in-
cluding the same exact sensor data) could still 
result in different performance outcomes. 
TEAAS can also deliver to the AUT’s deci-
sion-making algorithm sensor data with 
added random noise, representative of the ac-

tual sensors. So even an AUT whose deci-
sion-making process has no random compo-
nents may produce different performance 
outcomes due to sensor noise (inertial navi-
gation is a prime example). The bottom line 
is that repeated experiments are necessary to 
properly assess an AUT, and a T&E frame-
work that does not provide that capability 
cannot produce reliable assessments.  

The ability to repeat the same experiment 
many times under precisely the same sce-
nario is a critical asset of TEAAS because it 
gives it the ability to isolate and analyze the 
performance variability that is only due to the 
AUT. On the other hand, in a real-life T&E 
situation, one would have to contend with the 
reality that the environment itself has random 
components that are not under the control of 
the tester. In that case, much effort would be 
expended in trying to achieve a “controlled 
experiment” to support the claim that varia-
bility of performance results is only due to the 
AUT. In TEAAS, the environment is com-
pletely under control. Therefore, the TEAAS 
framework can provide a complete assess-
ment of the AUT’s behavior by running it 
through each scenario N times and computing 
a relevant set of statistics. This overcomes the 
deficiency of other search-based testing strat-
egies that miss realistic distributions. The 
value of N and the type of statistics depend 
on the requirements defined by the stake-
holder, which may include specific confi-
dence intervals. 

Because of its focus on identifying poten-
tial trouble spots and failure modes, TEAAS 
uses measured failure rate as its fundamental 
measure of performance, which is the objec-
tive measure delivered to the CIO module. 
Since the measured failure rate is an estimate 
of the probability of failure, computed with N 
trials, it inherently addresses the uncertainty 
in the AUT’s behavior. For example, TEAAS 
can produce reports such as: “Scenario A re-
sulted in a measured failure rate of 𝐹𝐹� = 80%, 
where we have α = 95% confidence (i.e., 
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there is a 0.95 probability) that 𝐹𝐹� is within ε 
= 5% of the true failure rate.” The number N 
of repeated trials for each scenario depends 
on the required values of α and ε, and the true 
failure rate. Since the true failure rate is not 
known, the value for 𝑁𝑁 can be estimated iter-
atively through the relation [21], 

 𝑁𝑁𝑖𝑖+1 = �𝑧𝑧𝛼𝛼
𝜀𝜀
�
2
𝐹𝐹�𝑁𝑁𝑖𝑖�1 − 𝐹𝐹�𝑁𝑁𝑖𝑖�, (1) 

where 𝑧𝑧𝛼𝛼 is the z-score for confidence value 
𝛼𝛼, and 𝐹𝐹�𝑁𝑁𝑖𝑖 is the measured failure rate using 
𝑁𝑁𝑖𝑖 trials. After an initial assessment with, for 
example, 𝑁𝑁1 = 10, the measured 𝐹𝐹�10 is used 
in Equation 1 to estimate a new number of 
trials, say 𝑁𝑁2 = 15, leading to a required 
number of 5 additional runs. This process can 
be repeated until no additional runs are 
needed. As we describe in Section 4.1, the 
cost of these additional runs is small for the 
parallelized TEAAS framework. TEAAS’s 
capability of reporting a complete assessment 
of the AUT is enabled by (a) having total con-
trol of scenario generation and (b) being able 
to run the AUT through multiple scenarios in 
parallel. 
 

In the TEAAS framework, the details of 
what it means for the AUT to fail or succeed 
are purposely kept separate from the CIO 
module, which only receives failure-rate 
measurements. This allows the CIO module 
to receive a consistent measure of perfor-
mance that is continuous in the range [0, 1], 
regardless of scenario, AUT, stakeholder re-
quirements, or anything else. Therefore, CIO 
algorithms can remain general and have no 
parameters or added complexities related to 
the specifics of any given problem. 

For a given scenario, the measured failure 
rate is simply 

 𝐹𝐹�𝑁𝑁 = 1
𝑁𝑁
∑ 𝑓𝑓𝑘𝑘𝑁𝑁
𝑘𝑘=1 , (2) 

where 𝑓𝑓𝑘𝑘 is 1 if the AUT failed in the kth trial 
and 0 if it succeeded. All the complexity is 
therefore relegated to the failure function f, 

which is responsible for defining what con-
stitutes failure or success (see Section 3.2). 
This is where the specifics of the problem and 
the stakeholder requirements come into play. 
For example, failure may be a result of failing 
any one of several requirements: 𝑓𝑓 = 𝐹𝐹𝑎𝑎  ∨
 𝐹𝐹𝑏𝑏  ∨  𝐹𝐹𝑐𝑐, where Fa is failure to reach a spec-
ified location in the allotted time, Fb is failure 
to conserve a specified amount of fuel, and Fc 
is failure to comply with traffic laws. This 
failure function must be designed to closely 
comply with the stakeholder requirements. 
(Involving the stakeholder in this design is 
even better.) 
 

By this overall process, TEAAS (a) imple-
ments task and performance requirements as 
defined by the stakeholder (b), efficiently ex-
plores scenarios to discover the AUT’s trou-
ble spots and failure modes, and (c) provides 
a complete final assessment that addresses 
and reports the uncertainty in the process and 
results.  

 
2.5. Simulation Realism 

Closing the simulation-to-reality gap is 
critical when evaluating sequential decision-
making systems under uncertainty because 
decisions are not isolated but rather build on 
each other over time. These systems operate 
in a continuous perception–decision–action 
loop. Unmodeled artifacts in the observed en-
vironment and state-estimation errors (e.g., 
misperceiving an obstacle, misjudging ter-
rain) do not just cause a single mistake. That 
error becomes part of the system’s internal 
state and propagates forward, influencing fu-
ture decisions. This compounding effect can 
push the system into increasingly unsafe or 
suboptimal trajectories. 

Real-world failures often start with sensing 
issues such as those resulting from weather 
(fog, rain, dust), lighting (glare, high dy-
namic range), object surfaces (reflective, 
transparent, low contrast), occlusions (lens 
contaminants, physical damage), platform 
motion (vibration, heat) and sensor hardware 
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limitations (noise, resolution, crosstalk). Sen-
sor realism is mandatory for testing percep-
tion software in advanced autonomy applica-
tions. Without sensor realism, simulations 
cannot capture subtle but critical effects that 
may result in cascading failures, degraded 
performance trends and long-horizon risks. 

Currently, TEAAS is focusing on LiDAR 
sensor fidelity with a specific interest in per-
ception failure modes resulting from the in-
teraction of the LiDAR with object surfaces 
(see Figure 3). For a given LiDAR beam in-
cidence angle 𝜃𝜃 and surface distance 𝑅𝑅, the 
measured signal to noise ratio (SNR) and re-
sulting detectability of the object depends 
upon the surface bidirectional reflection dis-
tribution function (BDRF) 𝜌𝜌(𝜃𝜃) and atmos-
pheric transmittance between the LiDAR and 
the object 𝛾𝛾(𝑅𝑅). For highly reflective (specu-
lar) surfaces, object partial observability or 
self reflections can cause significant percep-
tion errors. Since sensor model fidelity typi-
cally results in increased runtimes, TEAAS is 
leveraging the NVIDIA PhysX Engine, 
which provides high fidelity, fast running 
sensor models for commonly used sensors, 
such as LiDAR, visible cameras, radar and 
ultrasound, through the integration of ray 
tracing extension (RTX) rendering from 
Isaac Sim [22]. The RTX LiDAR includes re-
flection and scattering physics based on first 
order BDRF models for a variety of surface 
types and noise models for range inaccura-
cies and beam dispersion (via JSON configu-
ration files). 

Before proceeding with integrating the 
RTX LiDAR model into the TEAAS frame-
work studies, we undertook a model valida-
tion study comparing laboratory measure-
ments using a Velodyne VLP-16 LiDAR 
against the outputs of a simple mesh collision 
(ray casting) LiDAR model, the NVIDIA 
RTX LiDAR model, and the ANSYS’s AVx-
celerate “physics-accurate” real-time LiDAR 
sensor model [23]. The ANSYS model pro-

vides advanced full (“echo”) waveform phys-
ics, calibrated BRDF models for a wide range 
of materials, and data driven capabilities al-
lowing them to handle important real-world 
physical effects (e.g., atmospheric interfer-
ence, multipath scattering, pulse distortion) 
and edge cases (e.g., sun glint, fog/rain, sen-
sor lens occlusions).  

The study involved LiDAR measurements 
and simulations at two distances (2 m and 10 
m) from a braced thin flat plate (4 ft × 8 ft ×
¾ in plywood sheet) and at three angles rela-
tive to the plate normal (0, 45, 85 deg) for two
different plate surface materials: finished ply-
wood, which is diffusive (Lambertian), and
chrome tape, which is reflective (specular).
The primary goals of the study were to (a)
validate that the RTX model (already inte-
grated with the Isaac Sim/Lab ecosystem)
was suitable for our initial development ef-
forts and to (b) explore the capabilities of the
much more capable ANSYS LiDAR sensor
model for subsequent integration.

Our key findings were that the RTX model 
captured the salient reflection properties ob-
served in the lab measurements for the two 
BRDF surfaces. Most notably, for the reflec-
tive chrome tape and plate angle of 45 deg, 
only the front ~1/3 of plate was visible while 
at a plate angle of 85 deg the entire plate “dis-
appeared.” The partial and total loss of obsta-
cle observability are clearly critical physical 

Figure 3: Interaction of LiDAR with object surface af-
fects measured signal-to-noise ratio and object detect-
ability leading to potentially significant perception er-
rors. 
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effects that need to be properly assessed to 
maintain operational realism. The collision 
model captured the plate in its entirety under 
all conditions (a potentially catastrophic sen-
sor modeling error). The ANSYS model cap-
tured all first order effects shown by the RTX 
model and showed higher fidelity second-or-
der effects (e.g., pulse broadening, multipath 
effects). 
 
3. SIMULATION EXPERIMENT DESIGN 

 
3.1. Mission Use Case 

For this paper, TEAAS framework research 
and development focuses on a use case de-
rived from a representative real-world opera-
tional environment, which involves an auton-
omous ground vehicle (e.g., autonomous 
tank) with a precision-strike mission in a con-
tested urban environment (Figure 4). The ve-
hicle’s mission is to navigate from its injec-
tion point to a known target location through 
a known urban environment (a-priori map) 
that includes multiple potential stressors such 
as a GPS-denied (GPS-D) zone induced by 
electronic jamming, a visually degraded en-
vironment (VDE) resulting from atmospheric 
and/or environmental conditions that impair 
LiDAR sensor range performance, and un-
known obstacle. Test variables included the 
GPS-D zone location within the unoccupied 
map regions, VDE severity (as reflected by 
max LiDAR range), and three obstacle prop-
erties (location within the unoccupied map 
regions, orientation, and material properties). 
Three materials were used from the NVIDIA 
vMaterials 2.0 library: Polished Aluminum 
(specular, mirror-like), Scratched Chromium 
(semi-glossy) and OBS Wood (diffusive); 
herein referred to as polished aluminum, 
scratched aluminum, and wood. 

In our simulated environment, we place the 
GPS-D zone and the obstacle at arbitrary lo-
cations in any of the four shorter parallel hall-
ways (see Figure 4) and we encode the corre-
sponding location variables as a number 

whose integer part corresponds to the hall-
way label, and the fractional part corresponds 
to the location as a fraction within that hall-
way. Therefore, a location value of 0.77 
means a point along the centerline of hallway 
‘0’ (closest hallway to AUT start location) 
and located at 77% of the length of the hall-
way. The remaining dimensions are repre-
sented directly by continuous variables or 
categorical identifiers; VDE severity (speci-
fied as a LiDAR maximum detection range) 
from 1-10 m, obstacle orientation from 0-180 
degrees, and obstacle material as a categori-
cal integer value of 1, 2, or 3. 

So that we could maintain tight coupling 
with real-world T&E, a Clearpath Jackal ro-
botic ground vehicle [24] was used as the au-
tonomous vehicle to support physical experi-
mentation in lab and field environments. Cor-
respondingly, scaled physical analogs were 

 
Figure 4: Mission use case representing real-world op-
erational environment involving an autonomous 
ground vehicle precision strike mission within a con-
tested urban environment.  
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used for urban environment features and in-
terferences. The direct comparison between 
simulated and real-world scenarios provided 
the ability to both validate predictions and 
evaluate effects of model fidelity [19]. 

 
3.2. Measuring AUT Performance 

As discussed in Section 2.4, TEAAS uses 
measured failure rate 𝐹𝐹�𝑁𝑁, Equation 2, as its 
fundamental measure of performance to iden-
tify potential AUT trouble spots and failure 
modes. In this experiment, we define a failure 
function that returns a value of 1 (true) if ei-
ther of two failure modes are true: (a) failure 
to reach a specified location 𝐺𝐺𝑘𝑘 within a time 
limit, or (b) colliding with an obstacle in the 
environment 𝐶𝐶𝑘𝑘. This may be expressed as 

 𝐹𝐹𝑘𝑘 = [¬𝐺𝐺𝑘𝑘  ∨  𝐶𝐶𝑘𝑘], (3) 

where 𝐺𝐺𝑘𝑘 is true if the vehicle gets to within 
a distance 𝑑𝑑 = 0.3m from the target within a 
time limit 𝜏𝜏, and 𝐶𝐶𝑘𝑘 is true if the vehicle col-
lides with an obstacle. The value of 𝜏𝜏 is set as 

 𝜏𝜏 = 1.5 (optimal path length)
(control velocity) . (4) 

 
3.3. Autonomy Under Test 
Hardware 

As described in Section 3.1, a Clearpath 
Jackal robotic ground vehicle [24] was used 
as the autonomous vehicle to maintain tight 
coupling with real-world T&E. The Jackal 
standard sensor suite is being used for these 
TEAAS evaluation studies which includes an 
Xsens MTi-3 IMU for motion tracking, 
Clearpath’s proprietary Quadrature wheel 
motor encoders for odometry, and a u-blox 
ZED-F9P GNSS module for positioning, all 
integrated into the autonomy stack. A Velo-
dyne VLP-16 LiDAR was added to provide 
360-degree environmental scanning for dis-
tance measurement and mapping.  

TEAAS leverages the IsaacSim implemen-
tation of the Jackal, using the built-in USD 

model provided by Clearpath Robotics in col-
laboration with NVIDIA, along with model 
(.mdl) files that define optical material prop-
erties such as diffuseness and specularity for 
realistic visual rendering. The robot is config-
ured in IsaacLab via customization of several 
physical parameters including mass, friction, 
and damping. Differential-drive kinematics 
are implemented using the standard equations 
𝑣𝑣 = 𝑟𝑟

2
(𝜔𝜔𝑟𝑟 + 𝜔𝜔𝑙𝑙), 𝜔𝜔 = 𝑟𝑟

𝐿𝐿
(𝜔𝜔𝑟𝑟 − 𝜔𝜔𝑙𝑙), where 𝑣𝑣 

is linear velocity, 𝜔𝜔 is angular velocity, 𝑟𝑟 is 
wheel radius, 𝐿𝐿 is wheelbase, and 𝜔𝜔𝑅𝑅 ,𝜔𝜔𝐿𝐿 are 
right and left wheel angular velocities, re-
spectively. This configuration allows Isaac 
Sim to simulate realistic motion, sensor feed-
back, and control. 
Software 

In practice, TEAAS’ knowledge of the 
AUT is limited to its interfaces (sensors and 
actuators) with no insight into how it makes 
its decisions (i.e., black-box software). To 
support TEAAS framework development and 
evaluation, two different autonomy software 
modules were independently developed 
(AUT 1 and AUT 2) and integrated into 
TEAAS using the same API, such that the in-
ternals of each module are not exposed to the 
rest of the TEAAS pipeline.  
 
3.4. Simulation Experiments 

Simulation experiments involving four test 
cases were conducted to examine the effects 
of sensor model fidelity and autonomy level 
on predicted AUT mission performance and 
to evaluate the efficacy of the TEAAS frame-
work for efficiently isolating critical scenar-
ios (Table 1). 
 
4. RESULTS 
 
4.1. Uncertainty Quantification 

As discussed in Section 2.4, repeated simu-
lation runs are necessary to quantify uncer-
tainty. To this end, the TEAAS framework 
repeats each scenario N times to compute 
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failure rate (probability of failure) as the fun-
damental measure of performance which in-
herently addresses the uncertainty in the 
AUT’s behavior.  

Figure 5 shows four example scenarios 
from simulation experiment 1.1 (see Table 
1). For each scenario, we show 100 trajecto-
ries (𝑁𝑁 = 100 repeated runs), where each tra-
jectory is colored by the failure function 𝑓𝑓𝑘𝑘 
for run k: blue = mission success (𝑓𝑓𝑘𝑘 = 0), red 
= mission failure (𝑓𝑓𝑘𝑘 = 1). The mission suc-
cess metric is described in Section 3.2. For 
each scenario, the measured failure rate 𝐹𝐹�100 
(or mission failure probability) computed 
from the 100 repeated runs is shown along 
with the measured standard deviation. 

The robot mission is to get within a speci-
fied distance (0.3 m) from the goal, shown as 
the green shaded circle. The GPS denied zone 
is shown as a brown shaded circle, the obsta-
cle is shown as a rectangle within the hori-
zontal hallways, and the LiDAR max range is 
indicated by the yellow shaded circle (shown 
only at the AUT start location). In Figure 
5(a), the original planned (optimal) route is 
uncontested (GPS-D zone and obstacle in 
fourth horizontal hallway) and the AUT 
reaches the goal for every run (𝐹𝐹�100 = 0). In 
Figure 5(b), the obstacle is at the beginning 
of the first hallway, and the GPS-D zone is at 
the beginning of the second hallway. The 
AUT seems to reliably detect the obstacle and 
replan accordingly. However, the GPS-de-
nied zone is problematic, as the AUT seems 
to be replanning in a suboptimal way after en-
tering it. Of the 100 runs, only 50 reached the 

goal in time resulting in a measured failure 
rate of 𝐹𝐹�100 = 0.50. Figures 5(c) and 5(d) con-
firm the sensitivity of the AUT’s perfor-
mance to encountering a GPS-D zone, with 
measured failure rates of 𝐹𝐹�100 = 0.76 and 𝐹𝐹�100 
= 1.0, respectively. 

As a T&E pipeline, the objective of 
TEAAS is to discover these scenarios and be-
haviors and to present them in a clear and 
concise manner to stakeholders, not to spec-
ulate as to why these behaviors are occurring. 
Armed with TEAAS-provided information, 
the stakeholders (including the AUT devel-
opers) can investigate causes and take correc-
tive actions. What is clear from this experi-
ment is that simulating a scenario just once is 
not enough to provide useful information. 

To properly address the uncertainty in the 
AUT’s behavior, the number of repeated runs 
𝑁𝑁 must be large enough to meet the require-
ments defined by the stakeholder, such as a α 
= 95% confidence (𝑧𝑧𝛼𝛼 = 1.96) that the meas-
ured AUT failure rate 𝐹𝐹�𝑁𝑁 is within 𝜀𝜀 = 5% of 
the true failure rate. It is only through such an 
approach that we can reliably identify repeat-
able differences in performance across differ-
ent tested systems. For the data presented in 
Figure 5, 𝑁𝑁 = 100 yielded a 95% confidence 
that the estimated value is within ε = 10% of 
the true value (Equation 1). Since the focus 
of TEAAS is to identify potential trouble 
spots and failure modes for which the failure 
rate is large, say 𝐹𝐹�𝑁𝑁 > 0.9, a smaller number 
of repeated runs of 𝑁𝑁 = 10 can be used to pro-
vide satisfactory performance (ε < 19% for 
𝐹𝐹�𝑁𝑁 > 0.9, ε < 6% for 𝐹𝐹�𝑁𝑁 > 0.99). For this rea-
son, we use 𝑁𝑁 = 10 for the results presented 
throughout the remainder of this paper to 
minimize the required computational effort. 

 
4.2. Simulation Realism  

In this section we present simulation results 
for the four simulation experiments using a 
Monte Carlo search with 50,000 runs (5000 
scenarios × 10 repeated runs per scenario), 

Table 1. Simulation experiments to examine effects 
of using proper simulation realism when assessing 
AUT performance and efficacy of TEAAS framework 
for efficiently isolating critical scenarios. 
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which provides a thorough exploration of the 
five-dimensional scenario state space. We 
use these results to illustrate the impact of 
sensor realism and autonomy level and to 
provide a baseline to which the CIO search 
results (Section 4.3) can be compared. 

Changes in sensor realism (e.g., simulating 
the response of LiDAR to different materials 
versus a simple ray-tracing model for colli-
sions) affect how the AUT senses the envi-
ronment and therefore how it behaves, which 

may affect its failure rate. Similarly, differ-
ences in autonomy algorithms may result in 
different behaviors with consequent changes 
in failure rates. To detect and explain these 
differences, we must determine a) which sce-
nario state-space variables are significant in 
affecting failure rates, and b) if there are fail-
ures that do not seem to be related to any of 
the state-space variables being considered. In 
this paper, we use standard statistical tests to 
address both tasks. 

Figure 5: Effect of system uncertainty on mission failure rate for four different scenarios (combinations of 
state space variables) for Experiment 1.1; (a) F = 0.0, (b) F = 0.5, (c) F = 0.76, (d) F = 1.0. State space variables 

include GPS denied zone location, obstacle location, and LiDAR max range (obstacle angle and material are 
fixed since collision LiDAR is insensitive to both).  
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For each of the four data sets, we conduct 
statistical techniques (based on PCA and F-
tests) to get a picture of which state-space 
variables are informative and which are re-
dundant. This helps in selecting the most rel-
evant states for visualization and further anal-
ysis. We also use residual diagnostics and 
lack-of-fit tests to quantify how much vari-
ance in failure rate is explainable vs unex-
plained. This can inform consideration of ad-
ditional state variables or simply support the 
conclusion that there are some unex-
plained/unobservable behaviors in the given 
AUT.  

In Figure 6, we present performance sur-
face results for the four simulation experi-
ments using the three variables that were 
identified as important across the collective 
data set. The failure rate is shown in the color 
bar. From these plots, we can make the fol-
lowing observations: 
• Effects of increased sensor realism. In the 

case of the collision LiDAR, the statistical 
analysis reports that only two state varia-
bles significantly affect failure rates (GPS-
D and obstacle locations). However, in the 
case of the RTX LiDAR an additional var-
iable (obstacle material) is reported as be-
ing significant. The RTX LiDAR response 
to the different materials greatly affects the 
failure rate results. For example, the obsta-
cle made of polished aluminum (essentially 
a mirror) is a significant issue for both AUT 
1 and AUT 2 since it is not detectable. The 
LiDAR cannot detect this surface and both 
AUTs navigate right up to it and get stuck. 
The primary effect of material appears 
when the obstacle is in the first hallway, 
which is the optimal pre-planned pathway. 
Although a lesser effect, obstacle angle also 
impacts failure rate for both AUTs for the 
scratched aluminum surface over a limited 
range of angles near +/- 45 degrees (not ob-
servable in Figure 6 as plotted). This is due 
to the combined effects of the scratched 

aluminum BRDF (Section 2.5) and the ob-
servable obstacle area. The LiDAR max 
range is not a significant factor in changing 
the failure rate. (A different definition of 
what constitutes a failure could change this 
result, e.g., fuel consumption due to going 
down long hallways only to have to turn 
around and go back.) 

• Effects of autonomy level. Even with the 
same sensors, AUT 1 and AUT 2 exhibit 
differences in failure rates and modes. This 
is evident from the analyses and visualiza-
tions in at least two ways. First, AUT 2 
seems to have more problems negotiating 
GPS-D zones. Second, AUT 2 has some 
failure modes that are not statistically cor-
related to any of the five scenario state var-
iables that we considered. These uncorre-
lated modes appear in Figure 6 as scattered 
points of medium to high failure rates. 
The results described here provide an ex-

ample of essential information that may be 
used by stakeholders as either a) inputs for 
T&E process test planning, b) an opportunity 
for revisiting the design and/or parameter-
tuning of either system, or (c) a reason to re-
ject poor performing systems. For high-di-
mensional parameter spaces, exhaustive test-
ing or simulation of all possible scenarios is 
infeasible. What is needed is an approach to 
quickly extract the characteristic structure of 
the performance spaces in as few simulations 
as possible to provide performance assess-
ments in operationally relevant time frames. 
In the next section, we present results of the 
TEAAS framework demonstrating efficiency 
and accuracy of our CIO approaches.  
 
4.3. T&E Efficiency 

Our CIO approach allows us to efficiently 
find critical regions of the solution space 
which can either be used directly for evalua-
tion or provide feedback for future more fo-
cused exploration. Here, we focus on simula-
tion experiment 2.2, which involves the RTX 
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LiDAR and AUT 2. We chose this data set 
for analysis because the performance surface 
has the highest complexity of the four cases 
tested involving 3 variables with high im-
portance and scattered failure modes that are 
not statistically correlated to any of the five 
scenario state variables that we considered.  

To rapidly find scenario parameters that re-
sult in high failure rates for the AUT, we em-
ploy the jDE algorithm with a population size 
of 10. We tune the hyperparameters for the 
jDE search to limit exploration and rapidly 
converge on a critical point. Note that for our 
performance space there are several regions 
filled with points of high failure rates (i.e., 
𝐹𝐹�10 = 1) so rather than searching for a global 
maximum, we are focused on rapidly finding 
a critical area and sampling its surroundings 
enough to verify it is not a standalone outlier, 

but a region that can confidently be exploited. 
The result of this search is shown in Figure 7. 

In Figure 7, the jDE algorithm (upper row 
of plots) finds and converges on a set of high-
failure-rate solutions within 800 total simula-
tions (8 jDE iterations × 10 population mem-
bers / iteration × 10 repeated runs / member). 
For a very small number of simulations (less 
than 2% of our Monte Carlo run in Section 
4.2), this search found a critical region iden-
tifying the RTX LiDAR’s poor performance 
with a polished aluminum obstacle in the first 
hallway.  Repeated jDE searches can yield 
additional high-failure-rate solutions by add-
ing constraints to avoid previous identified 
regions. 

To demonstrate an alternate method for ef-
ficiently and searching the critical regions of 

 
Figure 6: Scatter plots of the Monte Carlo data sets for all four simulation experiments using the variables 

identified through the importance-ranking results of the F-tests (GPS-D location, obstacle location, obstacle ma-
terial). These results illustrate the impact of sensor realism and autonomy level and provide a baseline to com-

pare the CIO search results (Section 4.3).  
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the performance space, we employ a PSO al-
gorithm. While this algorithm would typi-
cally converge as quickly as the jDE, we im-
plement several features to encourage addi-
tional exploration without fully sacrificing 
the efficiency of the algorithm.  

Our PSO implementation results in a multi-
modal approach that uses multiple swarms 
with independent cognitive and social inter-
actions so the swarm can focus on more than 
a single area. We also allow the algorithm to 
continue exploring for a set number of runs 
after the initial solution is found. To avoid the 
particles from settling and continuously sam-
pling the same point, whenever a particle lo-
cation is evaluated to have a failure rate of 1, 
that location in the parameter space will ap-
ply a small repulsive force to all particles in 
all swarms for all following iterations. The 
balance between this repulsive force and the 
social swarm behavior drives exploration to 
points that border the critical areas and find 
regions of similar performance. For this 
search, we use 2 swarms with 20 particles in 

each, for 40 parameter samples per iteration.  
In Figure 7, the PSO algorithm (lower row 

of figures) identifies two distinct critical re-
gions: (1) a dense mapping of a failure 
boundary associated with the AUT’s inability 
to navigate a GPS-D zone at the end of the 
first hallway (GPS-D location ~ 0.9), and (2) 
a sparse identification of the specular obsta-
cle region identified by jDE. These results 
were produced after 4000 simulations (10 it-
erations × 40 particles × 10 repeated runs), 
8% of the Monte Carlo run. Note that there is 
a tradeoff between how long we let the algo-
rithm search beyond conventional conver-
gence and how completely we want to inves-
tigate the space. 

Next steps, depending on the problem 
needs, could be to repeat additional searches 
to identify other failure regions or leverage 
the initial results of these fast search algo-
rithms to motivate more focused and con-
strained explorations/experiments in under-
standing the performance of the AUT.   

It's important to consider, however, that 

 
Figure 7: Scatter plots of the TEAAS CIO data sets for AUT 2 with RTX LiDAR. Upper row of plots is a 

modified jDE algorithm which converges with a minimum number of simulations on a critical failure region (8 
iterations = 800 simulations). Lower row of figures is a modified PSO algorithm which converges after densely 

mapping two distinct critical regions (10 iterations = 4000 simulations). Monte Carlo search of the same use 
case with 50,000 simulations are shown in the lower row of plots in Figure 6. As state space dimensions in-

crease, the CIO search exhibits increasing efficiency over Monte Carlo [19]. 
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while we evaluated the Monte Carlo surface 
in Section 4.2 for demonstrative and under-
standing purposes we were running with only 
a 5-dimensional space which is relatively 
small. Many problems can have orders of 
magnitude higher dimensionality, making 
brute force searches and dense explorations 
of interesting regions infeasible. Hence, the 
full nature of the output space would not be 
known and could not be used to focus/tweak 
exploration. As such, additional techniques 
are required to address underexplored regions 
of the CIO search data sets through surrogate 
model fitting and rule-mining techniques (see 
Section 5.1). 

The scalability of the TEAAS CIO frame-
work up to thousands of dimensions was ex-
plored in Persons [19]. Specifically, it was 
found that a jDE search exhibited increasing 
efficiency as the dimensionality grows, lev-
eraging its capacity for targeted exploration 
and exploitation in high-dimensional state 
spaces. In contrast, the Monte Carlo search 
showed a declining efficiency trend with 
higher dimensionality, as its reliance on uni-
form random sampling becomes increasingly 
ineffective in adequately covering the expo-
nentially expanding state space. As an addi-
tional demonstrative example of the effi-
ciency of these techniques, we’ve performed 
research recently on a reinforcement learning 
(RL) T&E of AI-enabled fire control in com-
plex ballistic missile defense scenarios. This 
problem required a 41-dimensional parame-
ter space and using our particle swarm opti-
mization algorithm with 20 particles we’ve 
seen convergence to optimal solutions within 
7 iterations (7000 simulations), or < 1% of 
the number of simulations that Monte Carlo 
would have required. 

We have found that choosing the correct 
search strategy for a given problem requires 
care and expertise. Ongoing research would 
include implementing a multiagent supervi-
sor and finding sets of hyperparameters that 
most effectively search the space according 

to a stated requirement/goal. We could then 
use this more hands-off end-to-end simula-
tion setup consistently across any auton-
omy/sensor combination for similar problem 
sets.  

 
5. OTHER ONGOING & FUTURE WORK 

This section discusses our other ongoing 
work into open research questions (Section 
5.1) and framework development to address 
our OT&E customer’s challenges (Section 
5.2).  

 
5.1. Research: 

Underexplored Regions: Because CIO 
samples adaptively, with computational effi-
ciency as an objective, the data will be clus-
tered near high-failure regions and sparse 
elsewhere. This is a feature for optimization, 
but a problem for coverage assessment. 
Blending coverage of the state space with ef-
ficiency in finding high-failure regions is a 
research topic within CIO development. Out-
side of CIO, after the data has been produced, 
there are various options for additional stages 
to improve the TEAAS pipeline. These in-
clude: 
- Fit a “surrogate” model to the data. This 

model should reproduce the original data as 
well as interpolate/extrapolate in places 
that data did not cover. 

- The surrogate model should properly han-
dle disconnected regions in the state space 
(e.g., the hallway-encoding scheme) and 
categorical variables (e.g., materials). This 
could be achieved by an ensemble of mod-
els, perhaps in a tree-based structure (e.g., 
random forest). 

- The output of the surrogate model, its pre-
dictions, should be paired with a measure 
of uncertainty based on sampling density, 
and “unknown” or unexplored regions 
should be clearly shown. 

- Using the surrogate model, employ tech-
niques for automatic discovery of rules 
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(rule mining) that are human-readable. 
By providing predictions over sparsely sam-
pled regions, the surrogate model may also be 
used to perform the same kind of analyses 
and visualizations that are performed on 
dense data sets (see Sec. 4.2). 

High-D visualization: Although the re-
sults in this paper were constrained to state 
spaces with 5 dimensions, state spaces asso-
ciated with real operational problems can 
have dimensions that are orders of magnitude 
larger. The scalability of the TEAAS CIO 
framework up to thousands of dimensions 
was explored in Persons [19]. What wasn’t 
addressed is how such high-dimensional da-
tasets can be visualized to preserve meaning-
ful structure, relationships, and interpretabil-
ity when projecting data from many dimen-
sions into the limited dimensions humans can 
visually perceive. 

To visualize high-dimensional data sets, 
the first step is to apply dimensionality-re-
duction techniques to isolate the top two or 
three significant variables that can explain 
the variance in failure-rate. There are several 
dimensionality-reduction techniques that are 
available (i.e., statistical analysis of variance, 
PCA, UMAP, t-SNE) and the best one de-
pends on the particulars of the problem (e.g., 
the amount of data, the presence of categori-
cal variables). Once the significant variables 
are isolated there are several canonical plots 
that may be used (e.g., scatter-plot matrices, 
3D surfaces, parallel-coordinate plots, etc.). 
In Sec. 4.2 we used some of these techniques 
to analyze and visualize the dense data from 
four different experiments. 
Dynamic Environments: The current 
TEAAS approach considers static environ-
mental conditions that contribute to long-
horizon risks.  Although this is valuable for 
identifying scenarios that a test engineer (or 
the system designer) needs to evaluate, au-
tonomous systems typically operate in dy-
namic environments in which the sequential 

decision-making landscape is continuously 
changing. To address such dynamic condi-
tions, what is required is a strategy to find the 
optimal sequence of configurations for the 
environmental parameters that maximizes 
the likelihood of failure over time. One ap-
proach that has been explored by Nguyen 
[28] is to train an adversarial agent (e.g., re-
inforcement learning agent) to learn the opti-
mal actions to configure the environment by
observing the environmental parameters and
the AUT internal states.

5.2. Development 
Porting to military-specific tools: The 

current TEAAS framework is built on the 
GPU-based NVIDIA Isaac Sim/Lab environ-
ment that exploits massive parallelism to ef-
ficiently execute large numbers of concurrent 
environments on consumer-grade hardware. 
Although such tools are being widely em-
braced by the commercial Autonomous Ve-
hicle (AV) Industry (e.g., Tesla, Waymo), 
these tools have not yet made their way into 
the Defense OT&E communities.  

To address these customer challenges, we 
are porting TEAAS to military-specific 
tools/conops that MTSI is uniquely posi-
tioned to address, specifically, the Advanced 
Framework for Simulation, Integration, and 
Modeling (AFSIM) [29]. AFSIM is a serial, 
CPU-based simulation framework. To run 
AFSIM with TEAAS, we either need to re-
build AFSIM as a parallel / GPU tensor sim-
ulation (currently a non-starter) or forgo 
Isaac Sim/Lab, keep the AFSIM serial 
worldview, and parallelize around it (GPU-
enabled models, distributed computing, 
multi-processing/multi-threading). The for-
mer is elegant and the ultimate (FAST) way 
forward, but the DoD community is not there 
yet.  

In our research in other domains, we have 
already integrated a reinforcement learning 
(RL) T&E approach to run in line with 
AFSIM. This approach has been applied to 
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problems in cognitive electronic warfare and 
in large-scale highly complex ballistic mis-
sile defense scenarios. While this AFSIM in-
tegration work was not related to ground ve-
hicle autonomy, the overall approach was 
similar to that described in this paper. We 
were attempting to determine simulation con-
ditions that caused the AI algorithm under 
test to fail. This simulation was more com-
plex and depended on a larger number of state 
space variables, making the algorithmic 
search much more challenging. We had a 41-
dimensional parameter space that described 
the kinematics of a raid of threat trajectories 
that would have been entirely impossible to 
map out exhaustively with a Monte Carlo ap-
proach, especially since (as mentioned 
above) AFSIM is a serial simulation.  

For any search to be feasible, any large-
scale T&E using complex AFSIM scenarios 
will require distributed computing capabili-
ties and a search approach that can fully uti-
lize those resources. Our simulations were 
run on a High-Performance Cluster with 768 
processing cores, each able to run a separate 
instance of AFSIM. The RL T&E framework 
was also developed to self-manage the 
handoff of jobs to these computational re-
sources to take full advantage of them within 
the needs of each given algorithm. These 
simulations demonstrated high run-to-run 
variance (as quantified by an external tool 
used to train the internal AI models) and ne-
cessitated the use of 50 repeated runs. Even 
with 50 simulations per sample to reduce var-
iance and serialized AFSIM runtimes of 
about 6 minutes per simulation, our T&E 
framework was able to converge on high-
quality solutions in under 12 hours. 

Fast accurate sensor models: In our R&D 
efforts thus far we have leveraged rigorous, 
physics-accurate, full-waveform ANSYS 
AVxcelerate sensor models and reduced or-
der, GPU-accelerated, ray tracing NVIDIA 
RTX sensor models. Although both models 
provide realistic physical effects required for 

perception realism (though at different lev-
els), each presents framework integration 
and/or parallelization challenges. To get 
around this bottle neck, we are investigating 
using narrow digital twins which are task-
specific, physics-informed deep neural net-
works [30] trained on physics-accurate sen-
sor data. Narrow digital twins provide a real-
time representation of a physical asset, sys-
tem, or process that focuses on a single, 
highly specific set of data and capabilities 
(optimized instantaneous look-up tables).  

 
6. CONCLUSIONS 

This paper presents work from an ongoing 
research and development effort to evaluate 
and demonstrate the advantages of using an 
intelligent optimization/search modeling and 
simulation framework to rapidly identify low 
performance scenarios for advanced autono-
mous systems.  

The challenge of autonomous systems lies 
in ensuring that the entire integrated system 
behaves predictably and safely over time. 
The OT&E community widely recognizes the 
need for new, high-fidelity, cost-effective 
simulation and testing approaches that can 
handle complex state spaces and deliver reli-
able safety and performance assessments 
within operationally relevant timeframes. In-
sufficient testing creates unacceptable de-
ployment risks and excessive testing delays 
operational technology deployment indefi-
nitely. Our objective is to achieve an optimal 
balance by rigorously validating autonomous 
systems while enabling their deployment at a 
pace appropriate to stakeholder benefit and 
risk tolerance.  

Key components of our approach include: 
(1) highly parallelized GPU-accelerated sim-
ulation and computational intelligence 
search-based optimization, (3) statistically 
significant number of repeated runs to pro-
vide consistent and reproducible perfor-
mance results and to quantify uncertainty, (4) 
GPU-accelerated physics-accurate sensor 
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models to provide required levels of simula-
tion realism. Initial TEAAS proof of concept 
and scalability demonstrations are described 
in AUVSI (2025). In this paper, we describe 
our efforts to address some critical complex-
ity issues essential for proper evaluation of 
autonomous systems as summarized below. 
• Experiments were conducted to validate re-

peated run requirements for reproducible 
failure rate simulation statistics. Although 
100 repeated runs yield a 95% confidence 
that the estimated value is within ε = 10% 
of the true value across the range of meas-
ured failure rates, 10 repeated runs provide 
adequate performance for high failure rates 
of interest here. 

• Experiments were conducted with a Monte 
Carlo search to examine the impact of sen-
sor realism and autonomy level on pre-
dicted AUT mission performance and to 
provide a baseline to which the CIO search 
results can be compared.  

• Data analytics techniques were applied to 
the Monte Carlo search data sets (PCA, F-
Tests, residual analyses) to rank im-
portance of state space variables and to 
identify uncorrelated unexplainable failure 
modes. Such techniques can also be applied 
to sparsely sampled CIO search data sets 
through surrogate model fitting and rule-
mining techniques. 

• Two key phenomenological observations 
were made from the data sets: (1) the RTX 
LiDAR response to the different materials 
greatly affects the failure rate due to inade-
quate observability of specular and glossy 
obstacles which interferes with AUT route 
planning, and (2) the two black box auton-
omies exhibited important differences in 
failure modes regarding their ability to nav-
igate GPS-D zones and uncorrelated failure 
modes (essential information for OT&E 
stakeholders). 

• Using the TEAAS CIO we presented tech-
niques for rapidly finding parameter sets 

that reliably defeat the AUT (jDE) and ef-
ficiently searching the interesting regions 
of the performance envelope more densely 
than a naïve Monte Carlo approach could 
do within realistic time constraints (PSO). 

• For less than 2% of our Monte Carlo simu-
lation runs, the jDE search found the criti-
cal region in the state space where specular 
obstacles significantly impacted the AUT 
failure rates. The PSO search identified two 
distinct critical regions: (1) a dense map-
ping of a failure boundary associated with 
the AUT’s inability to navigate a GPS-D 
zone, and (2) a sparse identification of the 
specular obstacle region identified by jDE. 

• Our next step is to implement a multiagent 
CIO supervisor to identify an appropriate 
set of algorithms and hyperparameters that 
most effectively search the state space ac-
cording to a stated requirement/goal for use 
across a broad range of autonomy/sensor 
configurations. 
The TEAAS framework tools presented 

here are also being ported to the Advanced 
Framework for Simulation, Integration, and 
Modeling (AFSIM) to support military-spe-
cific conops. Currently this effort is focused 
on using distributed computing and multi-
processing/multi-threading approaches since 
AFSIM is a serial, CPU-based simulation 
framework. 
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FOV Field Of View 
GPS Global Positioning System 
GPS-D GPS Denied 
GPU Graphics Processing Unit 
IMU Inertial Measurement Unit 
INS Inertial Navigation System 
jDE Self-adaptive Differential Evolu-

tion 
LiDAR Light Detection And Ranging 
MTSI Modern Technology Solutions, 

Inc. 
OT&E Operational T&E 
PSO Particle Swarm Optimization 
RL Reinforcement Learning 
T&E Test and Evaluation 
TEAAS T&E of Advanced Autonomous 

Systems 
UQ Uncertainty Quantification 
VDE Visually Degraded Environment 
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